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Abstract—
As the Joint forcesmove towards the vision of network-centric

warfare (NCW), it is extremely important that the network ser-
vices be reliable and dependable,even under degradednetwork
conditions. Tactical wir elessand satellite based networks are
prone to disruptions over multiple time-scales:bursty bit errors
and packet loss(small time-scale),interfer ence,jamming and cap-
tur e effects(medium time-scale)and long-term path disruptions
due to persistent channel impairments and mobility (large time-
scale).TCP doesnot work well over suchchannelsbecauseit mis-
interprets erasure for congestion. TCP's thr oughput suffers sig-
ni�cantly , particularly when there are disruptions. Lar ge round-
trip-times (RTT) as in satellite networks, and uncoordinated op-
timizations at multiple layers (PHY, MAC and transport) lead to
poor performance.

In this paper we describe LT-TCP, an enhancementto TCP
whick makes it robust and applicable for extremewir elessenvi-
ronmentsincluding a mix of ad-hocmeshednetworks (MANETs),
airbor ne networks and satellite networks. LT-TCP usesan adap-
tive,end-to-endhybrid ARQ/FEC reliability strategyand exploits
ECN for incipient congestiondetection. The novelty lies in our
adaptive methods that respondto learning about the underlying
random packet lossand disruption process.The overheadof FEC
or smaller segmentsis imposedjust-in-time and targetedto maxi-
mizethe performancebene�t (measuredasimpr ovedgoodputand
timeout reduction) even when the path characteristicsare uncer-
tain. We show that LT-TCP substantially impr ovesperformance
over regular TCP even for packet lossrates of up to 40% - 50%,
thus substantially extending the dynamic performance range of
TCP over lossywir elessnetworks.

I . INTRODUCTION

An exampleof the widespreaduseof wirelesslinks in the
current framework for information sharingin the DoD con-
text is thecommunicationamongsatelliterelays,UAV/aircraft
relays,ad-hocmicrowave relaysandgroundstations/vehicles.
Unlikeorganizedcommercialwirelessnetworks,suchnetworks
areformedrapidly in battleconditionsandthereforewill face
considerableuncertaintyin termsof operatingconditions(e.g.:
RF environment,interference,jamming,captureeffects,chan-
nel impairments).As a resultof rapidandadhocdeployment,
the realizedcapacitycomparedto potentialavailablecapacity
on such links may be unsatisfactorily low. Path disruptions
couldoccurovermultiple time-scales:smalltime-scales(bit or
packet erasures),mediumtime-scales(interference,jamming,
captureeffect), long time-scales(persistentjamming,channel
impairments,longer-term link failures). Therearealsositua-
tionswhereevenwhenthepathis functionalwithout suffering
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a temporarydisruption,end-to-endperformance(capacity, de-
lay, loss)couldbehighly volatile.

In suchenvironments,performancevariability is the norm:
TCP will see variable capacity and unpredictableresidual
packet erasurerates (PER). Seamlesscommunicationunder
suchconditionsrequirestoleranceof suchperformancevari-
ability, especiallypacketerasures.
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Fig. 1. TCP-SACK Degradationwith IncreasedErasureRateandRTT (Uni-
form LossProbabilities,10Mb/sCapacity, 1 �o w)

TCP dependson packet loss to respondto congestion,and
its drawbacksover lossy wireless links are well-known. A
key issueis TCP's inability to distinguishbetweenlossesdue
to channelerrorsandcongestion,leadingto signi�cant under-
estimationof theavailablecapacity. This behavior only wors-
ensasthe channelerror rateincreases.It is importantto sep-
arateTCP's responseto congestionfrom packet erasures.As
seenin Fig. 1, the performanceof SACK deterioratessharply
astheerrorrategoesup. In practice,evenanerrorrateof 5%is
suf�cient to causea SACK connectionto collapse.Thisbehav-
ior only worsensastheRTT increases.

Explicit CongestionNoti�cation (ECN) is a mechanismthat
canbeusedto unambiguouslyindicateincipientcongestion[8]
and in conjunctionwith TCP's congestionavoidancemecha-
nisms,it canreducecongestionloss(dueto buffer over�ow).
ECNthusallowsusto interpretandisolatepacket lossesasbe-
ing primarily due to channelerrors. The packet erasuresdue
to errorson wirelesschannelsstill extracta substantialperfor-
mancetoll throughTCPtimeouts.In thispaper, were-examine
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TCP'sbehavior in ECN-enablednetworksandproposeadaptive
mechanismsthat allow robust performanceeven underheavy
andpersistenterasureconditions(e.g.,upto 50%erasurerates).
We proposea packageof complementarymechanisms(adap-
tive MSSandproactive/reactiveFEC) to recoupTCP's perfor-
mance.

An interestingquestionis: Why end-to-endmechanisms
for erasuretoleranceover-and-abovelink-level errorprotection
mechanisms?First, link level mechanismsmay not be suf�-
cient. Recently, studiesby a groupof researchersshowedsub-
stantialresidualperformancevariability (e.g.,10-50%packet
erasurerates) in 802.11b mesh networks [5]. Emerging
high speedLAN standardslike 802.11nuse adaptive mod-
ulation/codingtechniques(i.e., variablecapacity)targeting a
packet error rateof 10%,but thesetechniquesaretriggeredby
low SNR events(i.e., bursty packet erasures).The ef�cacy of
ARQ persistencein 802.11xis counteredby exponentialback-
off timers,leadingto substantialvariability in capacityandde-
lay.

Barakatet al. [1], [3] studyTCP over links with just FEC
or hybrid ARQ/FEC.They �nd a pure FEC strategy ineffec-
tive. PureARQ is alsoshownto fail for higherasureconditions,
despitepersistentretries. Thoughlink-level hybrid ARQ/FEC
is betterthaneitherFEC or ARQ alone,its performancealso
signi�cantly degradesfor higher loss rates(5% or more) de-
spitehighamountsof ARQ retries,fragmentationof IP packets,
FECoverheadandbuffering (seeFig. 15/16in [3]). Thesitu-
ation is complicatedfurther becausedifferent link layer stan-
dards/implementationshave different erasureresiliencecapa-
bilities.

Second,any appreciableresidualerasuresmayhaveadispro-
portionateimpacton TCP dependinguponwhich packetsare
lost (e.g.,data,acks,or retransmissions).Erasuresof retrans-
missionsor segmentswhen TCP's window is small raisethe
risk of timeouts.In addition,informationaboutthecurrentwin-
dow size,lossrateandpacket size(MSS)canbeexploitedby
TCPto providethecorrectandvariableamountof errorprotec-
tion whenneeded.Of course,ourdesign(guidedby theend-to-
enddesignprinciple) doesnot precludegeneral-purposeerror
mitigationschemesat the link layer, andwe remaincautiously
optimisticaboutthepotentialof link-layerhybridARQ.

TCP PerformanceEnhancingProxies(PEPs)[6] are TCP-
awaremechanismsplacedon boundarieswherenetwork char-
acteristicschangedramatically. PEPsmaintainper-�o w state
and perform layer violations (with implications for security,
mobility andscalability).TheTCP-PEPtechniqueis lessappli-
cablefor the emerging regime of variable-performance,high-
erasure,highly multiplexed,meshedwirelesslinks.

Baldatonietal. [9] proposedaversionof TCPwith FEC(but
without adaptivity) that works with small error rates. Rizzo
showedthefeasibility of transport-layerhigh-speedFECcom-
putation[14].Although[14] mentionsthe ideaof FECin TCP,
a speci�c schemehas not been studiedand subsequentre-
searchers'focushasbeenon multi-casttransportprotocols[7],
[11]. Bestavroset al. [4] proposea schemecalledTCPBoston
thataimsto be tolerantto fragmentationin ATM networksby
addingredundancy on a per-segmentbasis.Recentattemptsat
addingFECto TCPhavemetwith limited success[2] (for less

than10%erasurerates).Successwith highererasurerateshave
notbeenreportedto thebestof ourknowledge.TCPWestwood
[10] usesan estimateof output rate to guidecongestioncon-
trol, andhasbeeneffective for low erasurerates(under5%).
Presumablyall theseschemesencounterthe risk of increased
timeoutsmentionedearlier. Overall, despitegrowing interest,
therehasbeenno clearbaselineproposalthat offers a signif-
icant increasein TCP performanceover a wide rangeof era-
surerates. Powerful andef�cient error correctiontechniques
have beenproposedrecently( [7]) thatenablesuchoperations
to bedoneef�ciently . In thiswork, weassumetheuseof Reed-
Solomoncodes[13] astheFECmechanism.

In our scheme,called Loss-Tolerant TCP (LT-TCP), we
provision proactiveFEC in the original window asa function
of theestimateof theactualpacket erasurerate.Subsequently,
reactiveFEC is usedto mitigatethe effect of erasures,during
theretransmissionphase.An adaptive maximumsegmentsize
(MSS) componentprovides a minimum granularity (a mini-
mum numberof packets) in the TCP window, againseeking
to reducethe risk of timeouts. We seekto adaptively balance
theFECandpacketizationoverheadwhile reducingtherisk of
timeoutsand also rapidly recovering erasedpackets. In par-
ticular, whenthe end-to-endpathhaslittle or no loss/erasure,
LT-TCP introducesminimal overhead.At the sametime, we
seekto signi�cantly improvetheperformanceof TCPandchan-
nel utilization even underpacket erasureratesashigh as50%
. An earlierversionof LT-TCPandits performanceevaluation
appearedin [12]. We alsoevaluatethe fairnessof LT-TCPco-
existingwith TCP-SACK in thispaper.

Therestof this paperis organizedasfollows. SectionII de-
scribesthescheme.Performanceresults(ns-2simulations)are
presentedin SectionIII. SectionIV presentsour conclusions
andfuturework.

I I . SCHEME DESCRIPTION

LT-TCPdesignfocuseson thefollowing key issues:
� CongestionResponse:How shouldTCPrespondto con-

gestion,but not respondto packet erasures.What is the
appropriatesignalof congestionin anerror-proneenviron-
ment?

� Mix of Reliability Mechanisms:Whatmix of TCPrepair
mechanisms(ARQ, FEC) shouldbe usedto achieve the
TCP reliability objectivesandhow shouldthey be struc-
tured?

� Timeout Avoidance:Timeoutsarea�nal fall-backmech-
anismundersigni�cant congestionloss,but truly wasteful
otherwise.How canthemix of TCPrepairmechanismsbe
setup to reducethetimeoutrisk ?

CongestionResponse:Our answerto this issueis simple:
reactbasedonly uponECNs,not on detectionof packet loss.
This solutionwould obviously work only in an ECN-enabled
network. However, despitethis simplifying assumption,time-
out risk reductionposesfurtherchallengesasdiscussedbelow.

Reliability Mix: Error correctionpackets(a.k.a.FECpack-
ets)haveapropertyunlikeregulardatapackets:if any

�

(outof
�

) packetsarereceived,thenit doesnot matterwhich
�

pack-
etsarereceived. A uniqueFECpacket canrepairany onedata
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Fig. 2. LT-TCPBig Picture: PFECandRFEChelp in the recovery of data.
PFECoperatesin conjunctionwith Adaptive MSS and is determinedby the
currentestimateof lossrate. RFECis computedbasedon feedbackfrom the
receiver andthelossrateestimate.IncomingacksclockData,PFECandRFEC
packets. Thereceiver canreconstructthedatapacketsassoonasany 	 out of


 packetsarrive at thereceiver.

packet. In contrast,TCP usesSACK or 3-dupacksto iden-
tify andretransmita packet with a speci�c sequencenumber.
This sequence-agnosticpropertyfor FEC-basedrepairallows
a uniqueFEC packet to be usedeitherin theoriginal window
(i.e., in a proactivemanner, calledPHASE 1) or in theretrans-
missionprocess(i.e., in a reactive manner, calledPHASE 2).
If thecumulativenumberof FECanddatapacketsin PHASE1
andPHASE2 donotmeetthethresholdof

�

(outof N), wewill
fallbackto traditionalretransmissionor timeout. Our mix will
�rst haveadaptiveamountsof proactiveandreactiveFECrepair
packets,extendingthetraditionalTCPmechanisms(SACK, du-
packs,timeouts,retransmissions).

Timeout avoidance: Timeouts occur for the following
key reasonsthat are exacerbatedin a high packet erasure
environment:
a) All packetsin awindow arelost.
b) Three dupacks do not reachthe source(to trigger SACK-
basedrepair).
c) Oneor moreof the retransmittedpacketsare lost (because
dupacksstoparriving).
To overcomeeachof theseissuesrelatedto timeoutavoidance,
weproposeto:
i) Granulatethe TCP window more �nely to increasethe
numberof segmentsin a window that(dueto theself-clocking
natureof TCP) arespreadover an RTT. Smallerpacketsalso
reducethe impact of bit errors (which translateto smaller
packeterrorrates).
ii) Use proactive FEC packets in the window basedupon an
estimateof currenterasurerateto reducetheneedfor dupacks
andreducetheburdenonSACK retransmissionsfor recovering
lost packets.
iii) Use reactive FEC repair packets triggeredby dupacksto
complementandprotectSACK retransmissions.

Overview: Fig. 2 provides an overview of the LT-TCP
scheme.Application datais broken down into TCP segments
where the MSS is chosento accommodateproactive FEC
(PFEC)packets in the window. Reactive FEC (RFEC)pack-
etsarecomputedat the sametime andheld in reserve. Feed-
backfrom the receiver providesnot only the lossestimatebut
alsoinformation(e.g.,SACK blocks)thatcanbeusedto com-
putethenumberof reactiveFECpacketsto sendfor eachblock.
Whenthesenderreceivesacks,it determinesthetypeof packet
to send(Data/PFEC/RFEC)andtransmitsthem.This provides
self-clockingandfollows thesemanticsof TCP behavior. LT-
TCPcomprisesthefollowing building blocksthatcomplement
eachotherandextendSACK to provideresilience.

ECN-Only: Congestionresponseonly to ECN, sinceit is a
de�niti vesignalof congestionin ECN-enablednetworks.

Per-Window ErasureRateEstimate( � ): Sincetheamount
of FECoverheadto includeproactivelydependsuponthestatis-
ticsof thelossprocess,weuseanexponentiallyweightedmov-
ing average(A) of lossratesamples:

��
������������������ �"!#�$� �%�"�

(1)

Theerasurerateestimationcanbeperformedequallyconve-
nientlyateitherthereceiveror thesender. Thereceivercanuse
the informationfrom thepacketsreceivedto estimate� while
thesendercanuseinformationin theacksto do thesame.

Proactive FEC: The numberof FEC packets per window
( & ) usedin PHASE1 (i.e.,Proactive FEC)is a functionof the
erasureestimate,i.e., &


('*)

�,+ . The MSS is adjustedto al-
low the desirednumberof FEC packetsin thewindow (while
maintainingsuf�cient window granulation).For example,if the
estimatedlossrateis 0.1, 10%of thepacketsin the following
window arechosento bePFECpackets.Theremainingpackets
aredatapackets.

Adaptive MSS: Granulatethe congestionwindow to have
at least - (set to 10) packets,subjectto limits of a minimum
andmaximumMSS( .0/1/32�465 and .0/1/32�798 ). Dependingon
thewindow sizein bytes,theMSSis adjustedto accommodate
therequirednumberof FECpacketswhile providing adequate
erasureprotection.

Thus,theadaptationof theMSSis governedby thefollowing
factors:

� The window must be divided into MSS-sizedsegments
while maintainingtheminimumgranularity, - .

� Thewindow shouldbeableto accommodateat least
'*)

�,+

proactive FEC packetswhile providing adequateerasure
protectionfor theestimatederasurerate, � .

� The MSS chosenmustbe boundedby the .0/1/
2�4:5 and

.0/1/
2;7<8 values. Our currentvaluesare 200 and 1500

bytesrespectively.
Reactive FEC: Reactive FEC packetsarescheduledbased

onfeedbackpresentin incomingackssimilarto dataandproac-
tivepackets.Moreover, feedbackfromthereceiverindicatesthe
numberof holes in eachrelevantblock(alternatively, wecould
computethisusingSACK blocks).Thisindicatesthenumberof
packetsstill neededat thereceiver to decodepacketsfrom that
block. Thenumberof reactivepacketsscheduledis determined
by thecurrentlossestimate,numberof holesthesenderknows
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Fig. 3. SingleWirelessBottleneckSetup:REDAQM with ECN.10Mb/sbottleneck,20millisec. one-way delay, 10TCP�o ws

aboutandthenumberof PFECpacketsalreadysent.Reactive
FECpacketsthusscheduledaresentout in responseto incom-
ingacks.Thespeci�c typeof packetsent(data/PFEC/RFEC)is
determinedby a transmissionscheduler(seeFig 2). Moreover,
following a timeout,sendingRFECpacketsbeforedataallows
thereceiver to recover theblock fasterandprotectsdatapack-
etsmoreef�ciently . ThereactiveFECpacketscomplementand
protectdatain PHASE1 andSACK retransmissionsin PHASE
2.

The sendermoduleis responsiblefor adaptive MSS adjust-
ment (i.e., window granulation),computingproactive and re-
active FEC packets,and the appropriatetransmissionof FEC
packets.

The receiver implementspacket reconstruction(usingFEC
if and when necessary)and per-window loss-rateestimation.
The FEC overhead(proactive andreactive) is computedon a
per-window basisusingshortenedReed-Solomon(R-S) codes
(similar to themethodusedin CD-ROMs). TheproactiveFEC
is transmittedin thewindow, but the inventoryof excessFEC
packetsis storedfor potentialuseasreactiveFEC.

The trade-offs of our mechanismsareasfollows. Adaptive
MSSusessmallersegmentswhenwindowsaresmallandthere-
fore theheader(or packetization)overheadis larger, but dimin-
ishesaswindow sizesgrow. ProactiveFECmayleadto asmall
dead-weightgoodputdegradationdueto over-estimationof era-
surerate. However, sincethesemechanismsare all adaptive
(i.e., they becomemoreactive only during highererasurerate
conditions),we arguethat the trade-offs areworth makingas
they achieveasigni�cant improvementin performance,anden-
ablesawiderdynamicrangeof applicabilityof TCP. Thetrans-
missionof all thepackets(DATA/PFEC/RFEC)is governedby
the principlesof self-clockingandLT-TCP adheresto the se-
manticsof TCPin this regard.

I I I . PERFORMANCE RESULTS

In this section,we presenttheperformanceof LT-TCPcom-
paredwith TCP-SACK (with ECN) and the performanceof
individual LT-TCP components. We also study fairnessis-
suesamongTCP-SACK andLT-TCP �o ws. We usea single-

bottlenecktestcase(seeFig. 3) with 10 �o wsanderasurerates
varyingfrom 0% to 50%. HostsareECN-enabled,bottlenecks
implementRED/ECNona250KB buffer (i.e.,upto500packet
of size500-bytes).

���������	� � �
�

and
� ���
���	� � �
�

valuesareas
shown. Theresultsarebaseduponanaverageof 6 simulations,
with eachrun lastingfor 100secondsof data-transferto mini-
mizeeffectsof transients.The95%con�denceintervals(CIs)
arealsoshown for key metrics. To assessthe contribution of
LT-TCPcomponents,we usea 30%PERtestcase.Metricsin-
cludeaggregatethroughput,goodput,numberof timeoutsand
congestionwindow dynamics.Weaccountfor all packetheader
overheads.
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Err or Models: WeconsiderbothaUniform lossprocessand
a two-statelossprocesswith deterministicerrorperiods(called
Gilbert model) to testour scheme.We vary the averagePER
from 0-50%underboththeselossmodels.We assumethatthe
averageerasurerate (

�

) is appliedat the granularityof each
packet. TheON andOFFperiodshaveanerasurerateof �

���*� �

and
�����*� �

. For
�

= 50%theON-OFFperiodlossratesare75%
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and25% respectively. This bursty modelcanbe simpli�ed to
the uniform per-packet erasuremodelby settingthe lossrates
to be the averagePERin both theON andOFF states.In our
simulations,thebursty lossmodelhasON/OFFperiodswith a
meanof 10ms,randomizedovera smallrange(9-11ms).

A. LT-TCPvsTCP-SACK

Both TCP-SACK andLT-TCP performwell without packet
erasures.But TCP-SACK'sperformancedropsquickly for PER
of 10% andhigher. In practice,an error rate of around5 %
is suf�cient to causea singleTCP-SACK connectionto break
down dueto repeatedtimeouts.Thenumberof timeoutsexpe-
riencedby SACK is muchhigherthanwith LT-TCP. With TCP-
SACK, asthe error rategoesbeyond 40 %, while thenumber
of timeoutsdecreases,theactualpenaltyis higherbecausere-
peatedtimeoutsandtimer back-off mechanismscausetimeout
periodsto increaseexponentially. Fig.4 showstheperformance
of a singleLT-TCP�o w at differenterrorratesfor a numberof
RTT scenarios.It canbeseenthatcomparedto theperformance
of TCP-SACK ( Fig. 1), thedegradationin performanceis lin-
ear. LT-TCP managesto achieve betterperformanceeven at
highpacketerrorratesby avoidingtimeoutsandrecoveringlost
packetsusingproactiveandreactive FEC.EvenwhentheRTT
increases,LT-TCPachievesgoodperformance,without these-
veredegradationobservedwith TCP-SACK.

Fig 5 shows thecomparative performancewith 10 �o ws for
the Uniform and Gilbert loss processes.Multiplexing gains
due to multiple �o ws enableSACK to obtain a goodputof
around3.02 Mb/s at 10 % PER (Uniform loss process)but
performancebeyond this error rateis dismal. In contrast,LT-
TCP outperformsTCP-SACK by a wide margin andits abso-
lute performance(goodput)is goodup to about50%PER.The
sender-sidethroughputis closeto themaximumachievableof
10 Mb/s. This improvementis in part dueto the reductionin
timeoutsleadingto smalleridle time. Moreover, the degrada-
tion in LT-TCP goodputis linear and it doesnot collapseas
the error rategoesup. For example,at 10 % PER,we could
potentiallyobtain a goodputof 9 Mb/s. LT-TCP managesto
obtainaround6.49Mb/s (for the Uniform lossprocess).The
needto accommodatea minimum window granulationcauses
theheaderoverheadin LT-TCPto increasecomparedto TCP-
SACK. Thisoverheadis dueto multiplexing which reducesthe
availablewindow sizeperLT-TCP�o w. As theavailableband-
width per �o w increases,this overheadcomesdown. For ex-
ample,with a singleLT-TCP �o w, thegoodputis thesameas
thatof SACK at 0% PERsinceLT-TCPcanusefull-sizedseg-
mentswhile maintaininggranulation.Whenthe losspatternis
randomandthenumberof PFEC/RFECpacketsneededcannot
be predictedperfectly, someamountof wastageof PFECand
RFECoccur.

B. LT-TCPComponentPerformance

TheLT-TCPcomponentsareevaluatedin thefollowing (cu-
mulative)order:

1) TCP-SACK.
2) TCP-SACK with ECN-only (i.e., RED/ECNat the bot-

tleneckandcongestionresponseonly to ECNmarks).
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3) TCP-SACK with ECN-onlyandadaptiveMSS.
4) TCP-SACK with ECN-only, adaptive MSS andreactive

FEC(noproactiveFEC).
5) TCP-SACK with ECN-only, adaptiveMSSandproactive

FEC(noreactiveFEC).
6) Full LT-TCPschemewith TCP-SACK, ECN-only, adap-

tiveMSS,proactiveandreactiveFEC.
Theaveragegoodputfor thedifferentcomponentbundlesis

shown in Fig. 6(a)for a scenariowith anerrorrateof 30%and
an RTT of 50ms. The addition of eachcomponentto TCP-
SACK consistentlyimprovesperformancewith themajorgains
being provided by the Proactive FEC protection. The �nal
goodputfor LT-TCP is several timesthe goodputachieved by
TCP-SACK. The numberof timeoutsalsodecreaseswith the
additionof eachcomponent.As mentionedearlier, while the
numberof timeoutswith TCP-SACK is low, thelengthof each
timeout increasesexponentially, leadingto low performance.
With LT-TCP, timeoutsarefew andsmallerin duration.

C. FairnessAmongLT-TCPandTCP-SACK �ows

We now evaluatethefairnessof LT-TCPtowardsotherTCP-
SACK �o ws. SinceTCP-SACK is unableto performwell (e.g.,
leavesthechannelidle duringtimeouts)atevenrelatively small
errorrates( � 5%), theavailablebandwidthin highlossscenar-
iosmaybeutilizedby LT-TCP. However, thecomparisonin the
losslessscenariowherethe PERis 0% is also important. We
testthefairnessby sharingthebottleneckamong5 TCP-SACK
and5 LT-TCP �o ws. LT-TCP obtainsan averagegoodputof
0.81Mb/s while TCP-SACK obtains1.10Mb/s. Sincetheav-
eragepacket size with LT-TCP is lower due to packetization
overhead,LT-TCP'sgoodputis slightly lower. Overall,LT-TCP
behavesfairly towardsotherTCP-SACK connections.

To determinethedynamicresponseof TCP-SACK whenop-
eratingin conjunctionwith LT-TCP, we now look at thetime it
takesfor TCP-SACK to recover from a timeout in this mixed
scenario.On an otherwiselosslesspath,we experiencea loss
burst for a small 100 ms interval at time t=50 seconds,where
thePERis 50%. This leadsto a singletimeoutat TCP-SACK
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(b) TimeoutComparison

Fig. 6. Figures6(a)and6(b) show theLT-TCPComponentcontributionsat apacket errorrate(PER)of 30%.

justafterthis lossinterval. Thecumulativegoodputs(measured
as the goodputfrom the start of the simulations)in Fig 7(a)
convergeto give both�o ws analmostequalshareof theband-
width. The instantaneousgoodput(measuredfor every 100ms
window) in Fig 7(b) obtainedby TCP-SACK dipssharplyjust
after50seconds.However, TCP-SACK is ableto recover from
this timeoutquickly. This is indicative of thefact thatLT-TCP
followsTCPsemanticsandTCP-SACK �o wsdonotsuffer due
to LT-TCP. Weseefrom Fig 7(c) thatfollowing thetimeout,the
congestionwindow is ableto rise rapidly andreachits former
level within a few RTTs. Although the LT-TCP connections
experiencelosses,they donot suffer a timeout(seeFig 7(d)).

In summmary, LT-TCP's robustnessdoesnot leadto unde-
siredaggressivenessandunfairnesstowardother�o ws. At high
loss rates,where TCP-SACK is unableto perform, LT-TCP
usesthe available bandwidth. Under benignconditions,LT-
TCPsharesthebandwidthfairly with TCP-SACK connections.

IV. SUMMARY AND CONCLUSIONS

TransportprotocolssuchasTCP have traditionallysuffered
poor performancein environmentswith lossy end-endpaths.
Wirelesslinks in extremeenvironmentssuchas military sce-
nariosmay experiencejamming, interferenceand small/large
time-scaleoutagesleadingto high end-endlossrates. To ac-
commodateheterogeneityin links, multiple wirelesshopsand
provide redundancy over longer time-scales,it is valuableto
have a loss-toleranttransportlayer that is not solelydependent
on link layermechanisms.Performance-enhancingproxiesand
othernon-end-endsolutionsmay be inapplicablein situations
wheresecurityis a concern. At the sametime, the transport
protocolshouldnot introduceoverheadwhenit is unnecessary.
Theseissuesarecurrentlyrelevantbecauseof thegrowing use
of meshedwirelessnetworks andMANETs, beyondtheir ini-
tial niches,as an integral part of the future communications
infrastructure.

SinceTCP is the dominantreliable transportprotocolused
in theInternet,wehavedesigneda loss-tolerantTCP(LT-TCP)
which introducesadditionalmechanismsin an adaptive man-
ner. Ourenhancementsallow goodperformanceevenunderde-
mandingconditionsthroughthe recovery of lost packetswith
Proactive andReactive FEC packetsthat help avoid timeouts.
In our performanceevaluation,we demonstratedthat LT-TCP
improvesthe performanceof TCP-SACK, for end-endpacket
error ratesof even up to 50% while being fair to concurrent
TCP-SACK �o ws . Whatis attractiveaboutLT-TCPis thatthe
achievedgoodputshowsarelatively smoothandlineardecrease
with increasingerrorrates,evenwith substantialend-endround
trip times.

In our futurework, weplanto completeourexperimentation
with LT-TCPin non-ECNenvironments,demonstratebackward
compatibility as well as examineways to make the protocol
suiterobust to longer time-scaleoutageswhile achieving rea-
sonablegoodput.We alsoproposeto investigatelink-level pro-
tocolsthatcanhelpLT-TCPby performinglocal recovery and
exportinga lower end-endlossrate. Suchlink-level protocols
needto reducethe error rate while maintaininglow latency
(limited ARQ). Multi-hop pathswith signi�cant error rateson
eachlink still poseachallengeandsupportfrom link-level pro-
tocolsmay be needed.We plan to investigatethe division of
mechanisms(betweentransportandlink layers) to counterhigh
losspathsin extremenetworksandtheperformanceof LT-TCP
in conjunctionwith suchlink-level protocols,especiallyover
multi-hopwirelessnetworks. We alsoplanto exploretherela-
tive rolesof link layerversustransportlayermechanisms,and
wherethebalance,�e xibility andcross-layeroptimizationop-
portunitiesexist for customizingour �ndings for speci�c DoD
tacticalnetwork scenarios.
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