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Abstract—

As the Joint forcesmove towards the vision of network-centric
warfare (NCW), it is extremely important that the network ser
vices be reliable and dependable,even under degraded network
conditions. Tactical wirelessand satellite based networks are
proneto disruptions over multiple time-scales: bursty bit errors
and packet loss(small time-scale) interfer ence jamming and cap-
tur e effects (medium time-scale)and long-term path disruptions
due to persistent channelimpairments and mobility (large time-
scale). TCP doesnot work well over suchchannelsbecausét mis-
inter prets erasure for congestion. TCP's thr oughput suffers sig-
ni cantly , particularly when there are disruptions. Large round-
trip-times (RTT) asin satellite networks, and uncoordinated op-
timizations at multiple layers (PHY, MAC and transport) lead to
poor performance.

In this paper we describe LT-TCP, an enhancementto TCP
whick makesit robust and applicable for extreme wir elesservi-
ronmentsincluding a mix of ad-hocmeshednetworks (MANETS),
airbor ne networks and satellite networks. LT-TCP usesan adap-
tive, end-to-endhybrid ARQ/FEC reliability strategy and exploits
ECN for incipient congestiondetection. The novelty lies in our
adaptive methodsthat respondto learning about the underlying
random packet lossand disruption processThe overheadof FEC
or smaller segmentss imposedjust-in-time and targetedto maxi-
mizethe performancebene t (measured asimpr oved goodputand
timeout reduction) even when the path characteristics are uncer-
tain. We show that LT-TCP substantially impr oves performance
over regular TCP even for packet lossrates of up to 40% - 50%,
thus substantially extending the dynamic performance range of
TCP over lossywir elessnetworks.

I. INTRODUCTION

An exampleof the widespreaduse of wirelesslinks in the
currentframework for information sharingin the DoD con-
text is the communicatioramongsatelliterelays,UAV/aircraft
relays,ad-hocmicrowave relaysand groundstations/ehicles.
Unlike organizeccommercialvirelessnetworks,suchnetworks
areformedrapidly in battle conditionsandthereforewill face
considerableincertaintyin termsof operatingconditions(e.g.:
RF ervironment,interferencejamming, captureeffects,chan-
nelimpairments).As aresultof rapidandad hoc deployment,
the realizedcapacitycomparedo potentialavailable capacity
on suchlinks may be unsatiséctorily low. Path disruptions
couldoccurover multiple time-scalessmalltime-scalegbit or
paclet erasures)mediumtime-scaleqinterferencejamming,
captureeffect), long time-scalegpersistenjamming, channel
impairmentsJongerterm link failures). Thereare also situa-
tionswhereevenwhenthe pathis functionalwithout suffering
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a temporarydisruption,end-to-endoerformancgcapacity de-
lay, loss)couldbe highly volatile.

In suchervironments,performancevariability is the norm:
TCP will see variable capacity and unpredictableresidual
paclet erasurerates (PER). Seamlesscommunicationunder
suchconditionsrequirestoleranceof suchperformancevari-
ability, especiallypacleterasures.

Degradation of SACK Performance with PER
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Fig. 1. TCP-SACK Degradationwith IncreasedErasureRateandRTT (Uni-
form LossProbabilities, 10 Mb/s Capacity 1 o w)

TCP dependon paclet lossto respondto congestionand
its drawbacksover lossy wirelesslinks are well-known. A
key issueis TCP's inability to distinguishbetweenossesdue
to channelerrorsandcongestion)eadingto signi cant under
estimationof the available capacity This behaior only wors-
ensasthe channelerrorrateincreases.lt is importantto sep-
arateTCP's responsdo congestionfrom paclket erasures.As
seenin Fig. 1, the performanceof SACK deterioratesharply
astheerrorrategoesup. In practice evenanerrorrateof 5%is
sufcient to causea SACK connectiorto collapse.This behar-
ior only worsensasthe RTT increases.

Explicit CongestiorNoti cation (ECN) is amechanismnthat
canbeusedto unambiguouslyndicateincipientcongestiori8]
andin conjunctionwith TCP's congestionavoidancemecha-
nisms,it canreducecongestiorioss (dueto buffer over ow).
ECN thusallows usto interpretandisolatepacletlossesasbe-
ing primarily dueto channelerrors. The paclet erasuresiue
to errorson wirelesschannelsstill extracta substantiaperfor
mancetoll throughTCPtimeouts.In this paperwe re-examine



TCP'sbhehaior in ECN-enabledhetworksandproposeadaptve
mechanismghat allow robust performancesven underheary
andpersistenerasureconditions(e.g.,upto 50%erasureates).
We proposea packageof complementarynmechanismgadap-
tive MSS andproactive/reactve FEC)to recoupTCP's perfor
mance.

An interestingquestionis: Why end-to-endmechanisms
for erasurdoleranceover-and-abeelink-level errorprotection
mechanisms?First, link level mechanismsnay not be suf-
cient. Recently studiesby a groupof researchershoved sub-
stantialresidual performancevariability (e.g., 10-50% paclet
erasurerates) in 802.11b mesh networks [5]. Emeuging
high speedLAN standarddike 802.11nuse adaptve mod-
ulation/codingtechniquedi.e., variable capacity)targeting a
paclet errorrateof 10%, but thesetechniquesaretriggeredby
low SNR events(i.e., bursty paclet erasures).The ef cacy of
ARQ persistencén 802.11xis counteredy exponentialback-
off timers,leadingto substantialzariability in capacityandde-
lay.

Barakatetal. [1], [3] study TCP over links with just FEC
or hybrid ARQ/FEC.They nd a pure FEC stratgy ineffec-
tive. PureARQ is alsoshavn to fail for higherasureonditions,
despitepersistentetries. Thoughlink-level hybrid ARQ/FEC
is betterthan either FEC or ARQ alone, its performancealso
signi cantly degradesfor higherloss rates(5% or more) de-
spitehighamountof ARQ retries fragmentatiorof IP paclets,
FEC overheadandbuffering (seeFig. 15/16in [3]). Thesitu-
ation is complicatedfurther becausdlifferentlink layer stan-
dards/implementationsave different erasureresiliencecapa-
bilities.

Secondary appreciableesidualerasuresnayhave adispro-
portionateimpacton TCP dependinguponwhich pacletsare
lost (e.g.,data,acks,or retransmissions)Erasuref retrans-
missionsor sggmentswhen TCP's window is small raisethe
risk of timeouts.In addition,informationaboutthecurrentwin-
dow size,lossrateand paclet size (MSS) canbe exploited by
TCPto provide thecorrectandvariableamountof errorprotec-
tion whenneededOf course pur design(guidedby theend-to-
enddesignprinciple) doesnot precludegeneml-purposeerror
mitigation schemest the link layer, andwe remaincautiously
optimisticaboutthe potentialof link-layer hybrid ARQ.

TCP PerformanceEnhancingProxies(PEPs)[6] are TCP-
aware mechanismplacedon boundariesvherenetwork char
acteristicschangedramatically PEPsmaintainper o w state
and perform layer violations (with implications for security
mobility andscalability). The TCP-PERechniqués lessappli-
cablefor the emepging regime of variable-performancehigh-
erasurehighly multiplexed,meshedvirelesslinks.

Baldatonietal. [9] proposeda versionof TCPwith FEC (but
without adaptvity) that works with small error rates. Rizzo
shavedthefeasibility of transport-layehigh-speed~-EC com-
putation[14]. Although[14] mentionsthe ideaof FECin TCR,
a speci ¢ schemehas not been studied and subsequente-
searchersfocushasbeenon multi-casttransportprotocols[7],
[11]. Bestarosetal. [4] proposea schemecalled TCP Boston
thataimsto betolerantto fragmentationin ATM networks by
addingredundang on a persegmentbasis.Recentattemptsat
addingFECto TCP have metwith limited succes$2] (for less

thanl10%erasurgates).Successvith highererasurgateshave

notbeenreportedo thebestof ourknowledge. TCPWestwood

[10] usesan estimateof outputrateto guide congestioncon-

trol, and hasbeeneffective for low erasurerates(under5%).

Presumablall theseschemesncountetthe risk of increased
timeoutsmentionedearlier Overall, despitegrowing interest,
therehasbeenno clear baselineproposalthat offers a signif-

icantincreasein TCP performanceover a wide rangeof era-

surerates. Paverful and ef cient error correctiontechniques
have beenproposedecently( [7]) thatenablesuchoperations
to bedoneef ciently . In thiswork, we assuméehe useof Reed-
Solomoncoded13] asthe FEC mechanism.

In our scheme,called Loss-Tolerant TCP (LT-TCP), we
provision proactive FEC in the original window asa function
of the estimateof the actualpaclet erasurerate. Subsequently
reactiveFEC is usedto mitigatethe effect of erasuresgduring
theretransmissiophase.An adaptve maximumsegmentsize
(MSS) componentprovides a minimum granularity (a mini-
mum numberof paclets)in the TCP window, againseeking
to reducethe risk of timeouts. We seekto adaptvely balance
the FEC andpacletizationoverheadwhile reducingthe risk of
timeoutsand also rapidly recovering erasedpaclets. In par
ticular, whenthe end-to-endpath haslittle or no loss/erasure,
LT-TCP introducesminimal overhead. At the sametime, we
seekto signi cantly improvetheperformancef TCPandchan-
nel utilization even underpaclet erasureratesas high as50%
. An earlierversionof LT-TCP andits performancevaluation
appearedn [12]. We alsoevaluatethe fairnessof LT-TCP co-
existing with TCP-SACK in this paper

Therestof this paperis organizedasfollows. Sectionll de-
scribesthe scheme Performanceesults(ns-2simulations)are
presentedn Sectionlll. SectionlV presentsour conclusions
andfuturework.

Il. SCHEME DESCRIPTION

LT-TCPdesignfocuseson thefollowing key issues:
CongestionResponse:How shouldTCPrespondo con-
gestion,but not respondto paclket erasures.Whatis the
appropriatesignalof congestionn anerrorproneerviron-
ment?

Mix of Reliability Mechanisms:Whatmix of TCPrepair
mechanismgARQ, FEC) shouldbe usedto achiese the
TCP reliability objectvesandhow shouldthey be struc-
tured?

Timeout Avoidance: Timeoutsarea nal fall-backmech-
anismundersigni cant congestiorioss,but truly wasteful
otherwise How canthemix of TCPrepairmechanismbe
setupto reducethetimeoutrisk ?

CongestionResponse:Our answerto this issueis simple:

reactbasedonly upon ECNs,not on detectionof padet loss
This solutionwould obviously work only in an ECN-enabled
network. However, despitethis simplifying assumptiontime-
outrisk reductionposedurtherchallengessdiscussedbelow.

Reliability Mix: Errorcorrectionpaclets(a.k.a.FEC pack-

ets)have apropertyunlikeregulardatapaclets:if any (outof

) pacletsarereceved,thenit doesnot matterwhich pack-

etsarereceved. A uniqueFEC paclet canrepairary onedata
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paclets. Therecever canreconstructhe datapacletsassoonasary outof
pacletsarrive attherecever.

paclet. In contrast,TCP usesSACK or 3-dupacksto iden-
tify andretransmita paclet with a speci ¢ sequencenumber
This sequence-agnostjmropertyfor FEC-basedepair allows
a uniqueFEC paclet to be usedeitherin the original window
(i.e.,in aproactve manneycalledPHASE 1) or in theretrans-
missionprocesgi.e., in areactve manney called PHASE 2).
If thecumulativenumberof FECanddatapacletsin PHASE1
andPHASE?2 donotmeetthethresholdof (outof N), wewill
fallbackto traditionalretransmissiomr timeout. Our mix will
rst haveadaptveamountf proactveandreactve FECrepair
paclets,extendingthetraditionalTCPmechanism§SACK, du-
packs timeouts retransmissions).

Timeout avoidance: Timeouts occur for the following
key reasonsthat are exacerbatedin a high paclet erasure
ervironment:

a) All pacletsin awindow arelost.

b) Three dupadks do not reachthe source(to trigger SACK-
basedepair).

¢) Oneor more of the retransmittecpacletsare lost (because
dupacksstoparriving).

To overcomeeachof theseissuegelatedto timeoutavoidance,
we proposeo:

i) Granulatethe TCP window more nely to increasethe
numberof sggmentsin awindow that (dueto the self-clocking
natureof TCP) are spreadover an RTT. Smallerpacletsalso
reducethe impact of bit errors (which translateto smaller
pacleterrorrates).

if) Use proactive FEC pacletsin the window baseduponan
estimateof currenterasureateto reducethe needfor dupacks
andreducetheburdenon SACK retransmissionfor recovering
lost paclets.

iii) Usereactve FEC repair paclets triggeredby dupacksto
complemenandprotectSACK retransmissions.

Overview: Fig. 2 provides an overview of the LT-TCP
scheme.Application datais broken down into TCP seggments
where the MSS is chosento accommodateproactive FEC
(PFEC)pacletsin the window. Reactve FEC (RFEC) pack-
etsare computedat the sametime andheld in resere. Feed-
backfrom the recever providesnot only the loss estimatebut
alsoinformation(e.g.,SACK blocks)thatcanbe usedto com-
putethenumberof reactve FEC pacletsto sendfor eachblock.
Whenthesenderecevesacks,it determineshetype of paclet
to send(Data/PFEC/RFEC3andtransmitsthem. This provides
self-clockingandfollows the semanticof TCP behaior. LT-
TCP compriseghefollowing building blocksthatcomplement
eachotherandextendSACK to provideresilience.

ECN-Only: Congestiorresponsenly to ECN, sinceit is a
de niti ve signalof congestiorin ECN-enabledetworks.

Per-Window Erasure Rate Estimate( ): Sincetheamount
of FECoverheado includeproactively dependsiponthestatis-
tics of thelossprocesswe useanexponentiallyweightedmov-
ing average(A) of lossratesamples:

1)

Theerasureateestimationcanbe performedequallycorve-
niently at eithertherecever or thesenderTherecever canuse
theinformationfrom the pacletsrecevedto estimate while
thesendeicanuseinformationin theacksto dothesame.

Proactive FEC: The numberof FEC paclets per window
() usedin PHASEL (i.e., Proactve FEC)is afunction of the
erasureestimatej.e., . The MSSis adjustedto al-
low the desirednumberof FEC pacletsin the window (while
maintainingsufcient window granulation).For example,if the
estimatedossrateis 0.1, 10% of the pacletsin the following
window arechoserto be PFECpaclets. Theremainingpaclets
aredatapaclets.

Adaptive MSS: Granulatethe congestionwindow to have
atleast (setto 10) paclets, subjectto limits of a minimum
andmaximumMSS ( and ). Dependingon
thewindow sizein bytes,the MSSis adjustedo accommodate
therequirednumberof FEC paclketswhile providing adequate
erasureprotection.

Thus,theadaptatiorof theMSSis governedby thefollowing
factors:

The window must be divided into MSS-sizedsegments

while maintainingthe minimumgranularity

Thewindow shouldbeableto accommodatatleast

proactive FEC pacletswhile providing adequatesrasure

protectionfor theestimatederasuraate,

The MSS chosenmustbe boundedby the and
values. Our currentvaluesare 200 and 1500

bytesrespectiely.

Reactive FEC: Reactve FEC paclets are scheduledbased
onfeedbaclpresentn incomingackssimilarto dataandproac-
tivepaclets.Moreover, feedbackromthereceverindicateshe
numberof holes in eachrelevantblock (alternatvely, we could
computethisusingSACK blocks). Thisindicateghenumberof
pacletsstill neededat thereceverto decodepacletsfrom that
block. Thenumberof reactie packetsscheduleds determined
by the currentlossestimate numberof holesthe sendeknows
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aboutandthe numberof PFECpacletsalreadysent. Reactve
FEC pacletsthusscheduledaresentout in responseo incom-
ing acks.Thespeci c typeof packetsent(data/PFEC/RFEC)s
determinedy atransmissiorscheduler(seeFig 2). Moreover,
following a timeout,sendingRFECpacletsbeforedataallows
therecever to recover the block fasterand protectsdatapack-
etsmoreef ciently . Thereactve FECpacletscomplemenand
protectdatain PHASE1 andSACK retransmissions PHASE
2.

The sendemoduleis responsibldor adaptve MSS adjust-
ment (i.e., window granulation),computingproactve andre-
active FEC paclets, and the appropriatetransmissiorof FEC
paclets.

The recever implementspaclet reconstruction(using FEC
if andwhen necessarypand perwindow loss-rateestimation.
The FEC overhead(proactive andreactve) is computedon a
perwindow basisusingshortenedreed-Solomorf{R-S) codes
(similar to the methodusedin CD-ROMS). The proactive FEC
is transmittedin the window, but the inventoryof excessFEC
pacletsis storedfor potentialuseasreactive FEC.

The trade-ofs of our mechanismsreasfollows. Adaptive
MSSusessmallersegmentsvhenwindowsaresmallandthere-
fore theheadei(or pacletization)overheads larger, but dimin-
ishesaswindow sizesgrow. Proactve FECmayleadto asmall
dead-weighgoodputdegradatiordueto over-estimatiorof era-
surerate. However, sincethesemechanismsre all adaptve
(i.e., they becomemoreactive only during highererasurerate
conditions),we arguethat the trade-ofs are worth making as
they achieve asigni cantimprovementn performanceanden-
ablesawiderdynamicrangeof applicabilityof TCR. Thetrans-
missionof all the paclets(DATA/PFEC/RFEC)s governedby
the principlesof self-clockingand LT-TCP adherego the se-
manticsof TCPin thisregard.

I1l. PERFORMANCE RESULTS

In this section,we presenthe performancef LT-TCP com-
paredwith TCP-SACK (with ECN) and the performanceof
individual LT-TCP components. We also study fairnessis-
suesamongTCP-SACK andLT-TCP o ws. We usea single-

bottleneckestcase(seeFig. 3) with 10 o wsanderasurgates
varyingfrom 0% to 50%. HostsareECN-enabledbottlenecks
implementRED/ECNona 250KB buffer (i.e.,upto500paclet
of size500-bytes). and valuesareas
shavn. Theresultsarebaseduponanaverageof 6 simulations,
with eachrun lastingfor 100 second®f data-transfeto mini-
mize effectsof transients.The 95% con denceintervals (CIs)
are alsoshavn for key metrics. To assesshe contribution of
LT-TCP componentswe usea 30% PERtestcase.Metricsin-
clude aggreyatethroughput,goodput,numberof timeoutsand
congestiorwindow dynamics We accounfor all pacletheader
overheads.
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Err or Models: We consideibothaUniformlossprocesand
atwo-statdossproceswith deterministicerrorperiods(called
Gilbert model)to testour scheme.We vary the averagePER
from 0-50%underboththeselossmodels.We assumehatthe
averageerasurerate () is appliedat the granularity of each
paclet. The ON andOFF periodshave anerasureateof
and . For =50%the ON-OFFperiodlossratesare75%



and25% respectrely. This bursty modelcanbe simpli ed to
the uniform perpaclet erasuremodelby settingthe lossrates
to be the averagePERIn boththe ON and OFF states.In our
simulations the bursty lossmodelhasON/OFF periodswith a
meanof 10 ms,randomizedverasmallrange(9-11ms).

A. LT-TCPvsTCP-SAK

Both TCP-SACK andLT-TCP performwell without paclket
erasuresBut TCP-SACK'sperformancelropsquickly for PER
of 10% and higher In practice,an error rate of around5 %
is sufcient to causea single TCP-SACK connectiornto break
down dueto repeatedimeouts. The numberof timeoutsexpe-
riencedby SACK is muchhigherthanwith LT-TCP. With TCP-
SACK, asthe errorrate goesbeyond 40 %, while the number
of timeoutsdecreaseghe actualpenaltyis higherbecauseae-
peatedimeoutsandtimer back-of mechanismgausetimeout
periodsto increaseexponentially Fig. 4 shavsthe performance
of asingleLT-TCP o w atdifferenterrorratesfor a numberof
RTT scenarioslt canbeseerthatcomparedo theperformance
of TCP-SACK ( Fig. 1), thedegradationin performancas lin-
ear LT-TCP managedo achieve better performanceeven at
high pacleterrorratesby avoidingtimeoutsandrecoveringlost
pacletsusingproactve andreactve FEC.Evenwhenthe RTT
increasesl.T-TCP achievesgoodperformancewithout the se-
veredegradationobsenedwith TCP-SACK.

Fig 5 showvs the comparatie performancevith 10 o ws for
the Uniform and Gilbert loss processes. Multiplexing gains
due to multiple ows enableSACK to obtain a goodputof
around3.02 Mb/s at 10 % PER (Uniform loss process)but
performancebeyond this error rateis dismal. In contrast,LT-
TCP outperformsTCP-SACK by a wide margin andits abso-
lute performancdgoodput)is goodup to about50% PER.The
sendersidethroughputis closeto the maximumachievable of
10 Mb/s. This improvementis in partdueto the reductionin
timeoutsleadingto smalleridle time. Moreover, the degrada-
tion in LT-TCP goodputis linear andit doesnot collapseas
the error rate goesup. For example,at 10 % PER,we could
potentially obtain a goodputof 9 Mb/s. LT-TCP managego
obtainaround6.49 Mb/s (for the Uniform loss process).The
needto accommodate minimum window granulationcauses
the heademverheadn LT-TCPto increasecomparedo TCP-
SACK. This overheads dueto multiplexing which reduceghe
availablewindow sizeperLT-TCP o w. As theavailableband-
width per o w increasesthis overheadcomesdown. For ex-
ample,with a singleLT-TCP o w, the goodputis the sameas
thatof SACK at 0% PERsinceLT-TCP canusefull-sized seg-
mentswhile maintaininggranulation.Whenthe loss patternis
randomandthe numberof PFEC/RFE(acletsneededcannot
be predictedperfectly someamountof wastageof PFECand
RFECoccur

B. LT-TCP ComponenPerformance

The LT-TCP componentareevaluatedn the following (cu-
mulative) order:
1) TCP-SACK.
2) TCP-SACK with ECN-only (i.e., RED/ECN at the bot-
tleneckandcongestiorrespons®nly to ECN marks).

TCP Goodput v/is PER

! T
LTTCP (Gilbert Mode|) s
LTTCP (Uniform Model)
SACK (Gilbert Model)
SACK (Uniform Model) -

TCP Goodput (Mb/s)

Pomnmmmnnaan Py

Avgrage Packet Error Rate (%) K

Fig.5. LT-TCPandTCP-SACK performancewith IncreasedcErasureRates
(GilbertandUniform LossProbabilities 10 Mb/s Capacity 10 o ws)

3) TCP-SACK with ECN-onlyandadaptve MSS.

4) TCP-SACK with ECN-only, adaptve MSS andreactive
FEC (no proactve FEC).

5) TCP-SACK with ECN-only, adaptve MSSandproactve
FEC (noreactive FEC).

6) Full LT-TCPschemewith TCP-SACK, ECN-only, adap-

tive MSS, proactive andreactive FEC.

The averagegoodputfor the differentcomponenbundlesis
shavn in Fig. 6(a) for a scenariowith anerrorrateof 30%and
an RTT of 50ms. The addition of eachcomponentto TCP-
SACK consistentlyimprovesperformancevith themajorgains
being provided by the Proactve FEC protection. The nal
goodputfor LT-TCP is several timesthe goodputachieved by
TCP-SACK. The numberof timeoutsalso decreasesvith the
addition of eachcomponent.As mentionedearlier while the
numberof timeoutswith TCP-SACK is low, thelengthof each
timeoutincreasesxponentially leadingto low performance.
With LT-TCR timeoutsarefew andsmallerin duration.

C. FairnessAmongLT-TCPand TCP-SAK ows

We now evaluatethefairnessof LT-TCPtowardsotherTCP-
SACK o ws. SinceTCP-SACK is unableto performwell (e.g.,
leavesthechanneldle duringtimeouts)atevenrelatively small
errorrates( 5%), theavailablebandwidthin highlossscenar
ios maybeutilized by LT-TCP. However, thecomparisonn the
losslessscenariowherethe PERis 0% is alsoimportant. We
testthefairnessdy sharingthe bottleneckamong5 TCP-SACK
and5 LT-TCP o ws. LT-TCP obtainsan averagegoodputof
0.81Mb/s while TCP-SACK obtains1.10Mb/s. Sincethe av-
eragepaclet size with LT-TCP is lower due to pacletization
overheadl. T-TCP'sgoodputs slightly lower. Overall, LT-TCP
behaesfairly towardsotherTCP-SACK connections.

To determinghedynamicresponsef TCP-SACK whenop-
eratingin conjunctionwith LT-TCPE we now look atthetime it
takesfor TCP-SACK to recover from atimeoutin this mixed
scenario.On an otherwiselosslesgath, we experiencea loss
burstfor a small 100 msinterval at time t=50 secondswhere
the PERIs 50%. This leadsto a singletimeoutat TCP-SACK
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Fig. 6. Figures6(a)and6(b)shav theLT-TCP Componentontributionsata paclet errorrate(PER)of 30 %.

justafterthislossinterval. Thecumulative goodput{measured
as the goodputfrom the start of the simulations)in Fig 7(a)
convergeto give both o ws analmostequalshareof the band-
width. Theinstantaneougoodput(measuredor every 100ms
window) in Fig 7(b) obtainedby TCP-SACK dips sharplyjust
after50 secondsHowever, TCP-SACK is ableto recoverfrom
this timeoutquickly. Thisis indicative of the factthatLT-TCP
follows TCPsemanticandTCP-SACK o wsdonotsuffer due
to LT-TCP. We seefrom Fig 7(c) thatfollowing thetimeout,the
congestionwindow is ableto rise rapidly andreachits former
level within a few RTTs. Although the LT-TCP connections
experiencdossesthey do not suffer atimeout(seeFig 7(d)).

In summmaryLT-TCP's robustnessdoesnot leadto unde-
siredaggressienesandunfairnesgowardother o ws. At high
loss rates,where TCP-SACK is unableto perform, LT-TCP
usesthe available bandwidth. Under benignconditions, LT-
TCPshareghebandwidthfairly with TCP-SACK connections.

1V. SUMMARY AND CONCLUSIONS

Transportprotocolssuchas TCP have traditionally suffered
poor performancen ervironmentswith lossy end-endpaths.
Wirelesslinks in extreme ervironmentssuchas military sce-
narios may experiencejamming, interferenceand small/lage
time-scaleoutagedeadingto high end-endossrates. To ac-
commodatéheterogeneityn links, multiple wirelesshopsand
provide redundang over longer time-scalesijt is valuableto
have aloss-tolerantransportayerthatis not solely dependent
onlink layermechanismsPerformance-enhanciqgoxiesand
othernon-end-endolutionsmay be inapplicablein situations
wheresecurityis a concern. At the sametime, the transport
protocolshouldnotintroduceoverheadvhenit is unnecessary
Theseissuesarecurrentlyrelevantbecausef the growing use
of meshedwirelessnetworks and MANETS, beyondtheir ini-
tial niches,as an integral part of the future communications
infrastructure.

Since TCP is the dominantreliable transportprotocolused
in theInternet,we have designedaloss-toleranT CP (LT-TCP)
which introducesadditionalmechanismsn an adaptve man-
ner. Ourenhancementllow goodperformancevenunderde-
mandingconditionsthroughthe recovery of lost pacletswith
Proactve and Reactve FEC pacletsthat help avoid timeouts.
In our performanceevaluation,we demonstratedhat LT-TCP
improvesthe performanceof TCP-SACK, for end-endpaclet
error ratesof even up to 50% while being fair to concurrent
TCP-SACK ows. Whatis attractive aboutLT-TCPis thatthe
achievedgoodputshavsarelatively smoothandlineardecrease
with increasinggrrorrates evenwith substantiaénd-endound
trip times.

In our futurework, we planto completeour experimentation
with LT-TCPin non-ECNervironmentsdemonstratbackward
compatibility as well as examinewaysto make the protocol
suiterobustto longertime-scaleoutageswhile achieving rea-
sonablegoodput.We alsoproposeo investigatdink-level pro-
tocolsthatcanhelp LT-TCP by performinglocal recovery and
exporting a lower end-endossrate. Suchlink-level protocols
needto reducethe error rate while maintaininglow lateny
(limited ARQ). Multi-hop pathswith signi cant error rateson
eachlink still posea challengeandsupportfrom link-level pro-
tocols may be needed.We plan to investigatethe division of
mechanismébetweertransporandlink layers) to countethigh
losspathsin extremenetworksandthe performancef LT-TCP
in conjunctionwith suchlink-level protocols,especiallyover
multi-hopwirelessnetworks. We alsoplanto exploretherela-
tive rolesof link layerversustransportiayer mechanismsand
wherethe balance, e xibility andcross-layeioptimizationop-
portunitiesexist for customizingour ndings for speci ¢ DoD
tacticalnetwork scenarios.
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